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Relay Protection and Control Devices for
Smart Buildings

Overview
Abstract: This series of papers report on relay protection strategies that satisfy the
demands of a strong smart grid.

Key Takeaways
Modern smart buildings rely on advanced relay protection and control devices,
including intelligent electronic devices (IEDs), IoT-enabled relays, and centralized
protection systems, to ensure safety, reliability, and energy efficiency.Intelligent
Electronic Devices (IEDs)

IEDs are the backbone of protection and control in smart buildings and digital
substations. They combine protection, control, measurement, and automation
functions in a single device, enabling real-time monitoring and fault detection. For
example, Hitachi Energy's 670 series IEDs and REB500 devices provide versatile
protection for feeders, lines, and motors, supporting grounded, non-grounded, or
compensated networks, and comply with IEC 61850 standards for interoperability and
cybersecurity . These devices allow operators to maintain high reliability and
operational efficiency in complex electrical systems.

Centralized Protection and Control
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Centralized Protection and Control (CPC) systems consolidate multiple protection and
control functions into a software-managed platform, improving flexibility and
deployment speed. CPC units integrate with intelligent merging units (IMUs) to collect
time-synchronized digital signals from current and voltage transformers, enabling
precise fault detection and control actions . This approach reduces the need for
multiple discrete relays, simplifies maintenance, and supports digital substation
architectures.

IoT-Enabled and Wireless Smart Relays

For smart building applications, wireless relay controllers like the ioX-Connect
LoRaWAN Smart Relay provide remote switching and status monitoring of electrical
appliances and lighting. These devices operate in continuous listening mode, execute
commands with minimal latency, and include built-in electrical protection to
safeguard connected equipment . They are ideal for energy optimization, HVAC
control, and lighting automation in hotels, warehouses, and factories.

Advanced Features and Trends

Modern relay protection devices for smart buildings incorporate several advanced
features:

• Adaptive protection using AI to respond to dynamic load conditions and distributed
energy sources .

• Digital twin-based simulation for predictive maintenance and scenario testing .

• Cybersecurity and IoT connectivity to protect against unauthorized access and
enable remote monitoring .

• Compact and modular designs suitable for medium-voltage distribution systems .
Standards and Compliance

Compliance with international standards such as IEC 61850 ensures interoperability,
time synchronization, and reliable communication between devices in smart buildings
and digital substations . Emerging standards are also adapting to power electronic-
dominated grids, addressing challenges like low fault currents and high-frequency
transients .

Conclusion

Relay protection and control devices in smart buildings range from traditional IEDs
and centralized CPC systems to IoT-enabled wireless relays, all designed to enhance
safety, reliability, and energy efficiency. Integration with digital platforms, AI, and
cybersecurity measures ensures that modern buildings can manage complex
electrical loads, distributed generation, and automated energy management
effectively. These technologies are essential for future-proofing smart building
electrical infrastructure.
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Article Content

Protection and Control Intelligent Electronic Devices (IED)

PCM600 is an easy-to-handle tool which provides versatile functionalities throughout
the life cycle of

Smart Grid Modernization: Relay Protection and Analytics

In this article, we explore the importance of relay protection in the context of smart
grid advancements, discuss key challenges, and

New Development in Relay Protection for Smart Grid

Abstract: This series of papers report on relay protection strategies that satisfy the
demands of a strong smart grid.

Automation, Protection and Control

For over 100 years, Hitachi Energy has been keeping power grids safe and secure
with protective relays and control systems

New development in relay protection for smart grid

In this paper the principles, algorithms and techniques of single-ended, transient-
based and ultra-high-speed protection for EHV

Future of Protection Relays in Smart Power Networks

In the smart grids of tomorrow, protection relays will no longer function as isolated
units with fixed settings. Instead, they will be part

Grid Automation protection and control

Power distribution systems are undergoing a major evolution with distributed
generation from renewables gaining ground as part of

Multiapplication protection and control

Freely configurable all-in-one protection devices represent a flexible and cost-
effective choice.

Future-Proofing Power Systems: Strategic Role of Protective Relays

This article explores how protective relays are transforming in the face of emerging
power challenges and how they''re

Smart Grid Protection, Automation and Control: Challenges and
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This article focuses on redefining the features of traditional and modern P&C
systems, Centralized Protection

Modern Relay Protection Control Applications

Arc Flash Hazard Mitigation with Relays om 3. Addition of light sensors monitored by
a relay with extremely fast operate contacts (1/2

Grid Health Rides on Smart Protection Relays | DigiKey

At the heart of smart-protection relay systems, microcontrollers and DSPs execute
algorithms designed to detect faults

Protecting the Core: Securing Protection Relays in Modern Substations

Introduction — Why Securing Protection Relays Matters More Than Ever Substations
are critical nexus points in the

Protection relays

Numerical relays are based on the use of microprocessors. Numeric relays are
programmable. Most numerical relays are also multi

Societal and technology trend report

The crisis of traditional relay protection: A disruption of the technological paradigm
Using the high short-circuit currents and system

Research of the system-on-chip-based relay protection ...

This paper presents a chip-based relay protection technology based on system-on-
chip (SoC), which is described

Role of Protective Relaying in the Smart Grid

The role that protective relays can play in implementing Smart Grid functionality and
the impact that a Smart Grid design may have

Power System Protective Relays: Principles & Practices

This presentation reviews the established principles and the advanced aspects of the
selection and application of protective relays in

A review on adaptive power system protection schemes for future smart ...

Protection devices such as fuses and protective relays are widely used to identify and
isolate faulty areas from

Applications of Protection Relays in the 21st Century in Smart
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Smart grid system consists of digitally based sensing, data management,
communications, computing, and control technologies and

Installing and Maintaining Protective Relay Systems

Ensuring that protection systems operate reliably is crucial, and a good preventive
maintenance program ensures that protection and

Digital Protection Relays | ABB Electrification U.S.

Relion Protection & Control Offering the widest range of products for the protection,
control, measurement and supervision of power

Smart building infrastructure and technologies | Siemens

Siemens smart building infrastructure seamlessly integrates to enhance energy
efficiency, security and occupant comfort, while

Multiapplication protection and control

Freely configurable all-in-one protection devices represent a flexible and cost-
effective choice. ABB''s multiapplication protection and

Protection relays — ABB Group

ABB''s smart protection technology ensures smooth and safe everyday life without
blackouts. ABB released its first programmable

Research on Relay Protection Technology Based on Smart Grid

Current microprocessor-based relay protection and automation (RPA) devices
supported by IEC 61850 provide access

Smart Building Fire Safety: Integration Architecture and Best Practices

Traditional fire alarm systems operated as standalone safety devices—reactive,
isolated, and limited in their ability to communicate

Automation, Protection and Control

Without adequate protection, grid assets are subject to failures on numerous fronts.
For over 100 years, Hitachi Energy has been

layer10

layer10

Smart Grid Protection, Automation and Control: Challenges and

This article focuses on redefining the features of traditional and modern P&C
systems, Centralized Protection
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Modern Relay Protection Control Applications

Arc Flash Hazard Mitigation with Relays om 3. Addition of light sensors monitored by
a relay with extremely fast operate contacts (1/2

Grid Health Rides on Smart Protection Relays | DigiKey

At the heart of smart-protection relay systems, microcontrollers and DSPs execute
algorithms designed to detect faults

Protecting the Core: Securing Protection Relays in Modern Substations

Introduction — Why Securing Protection Relays Matters More Than Ever Substations
are critical nexus points in the

Protection relays

Numerical relays are based on the use of microprocessors. Numeric relays are
programmable. Most numerical relays are also multi

Societal and technology trend report

The crisis of traditional relay protection: A disruption of the technological paradigm
Using the high short-circuit currents and system

Protection and Control Intelligent Electronic Devices (IED)

PCM600 is an easy-to-handle tool which provides versatile functionalities throughout
the life cycle of

Smart Grid Modernization: Relay Protection and Analytics

In this article, we explore the importance of relay protection in the context of smart
grid advancements, discuss key challenges, and

New Development in Relay Protection for Smart Grid

Abstract: This series of papers report on relay protection strategies that satisfy the
demands of a strong smart grid.

Automation, Protection and Control

For over 100 years, Hitachi Energy has been keeping power grids safe and secure
with protective relays and control systems

New development in relay protection for smart grid

In this paper the principles, algorithms and techniques of single-ended, transient-
based and ultra-high-speed protection for EHV

Future of Protection Relays in Smart Power Networks
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In the smart grids of tomorrow, protection relays will no longer function as isolated
units with fixed settings. Instead, they will be part

Grid Automation protection and control

Power distribution systems are undergoing a major evolution with distributed
generation from renewables gaining ground as part of

Multiapplication protection and control

Freely configurable all-in-one protection devices represent a flexible and cost-
effective choice.

Future-Proofing Power Systems: Strategic Role of Protective Relays

This article explores how protective relays are transforming in the face of emerging
power challenges and how they''re

Relays & Their Role in Smart Automation Control Systems

Relays are the industrial equivalent of a light switch in your house, using a small
current to switch a large circuit on or

Protection and Control Intelligent Electronic Devices (IED)

PCM600 is an easy-to-handle tool which provides versatile functionalities throughout
the life cycle of

Smart Grid Modernization: Relay Protection and Analytics

In this article, we explore the importance of relay protection in the context of smart
grid advancements, discuss key challenges, and

New Development in Relay Protection for Smart Grid

Abstract: This series of papers report on relay protection strategies that satisfy the
demands of a strong smart grid.

Automation, Protection and Control

For over 100 years, Hitachi Energy has been keeping power grids safe and secure
with protective relays and control systems

New development in relay protection for smart grid

In this paper the principles, algorithms and techniques of single-ended, transient-
based and ultra-high-speed protection for EHV

Future of Protection Relays in Smart Power Networks
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In the smart grids of tomorrow, protection relays will no longer function as isolated
units with fixed settings. Instead, they will be part

Grid Automation protection and control

Power distribution systems are undergoing a major evolution with distributed
generation from renewables gaining ground as part of

Multiapplication protection and control

Freely configurable all-in-one protection devices represent a flexible and cost-
effective choice.

Future-Proofing Power Systems: Strategic Role of Protective Relays

This article explores how protective relays are transforming in the face of emerging
power challenges and how they''re

Relays & Their Role in Smart Automation Control Systems

Relays are the industrial equivalent of a light switch in your house, using a small
current to switch a large circuit on or
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